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In last month’s article (“Should you
investigate?”, September 2006,
p22) I looked at some of the issues

to be considered when deciding
whether to carry out an investigation
into a member of your team suspected
of fraud or malpractice.

Once you have made your decision
to proceed you need to be aware of
how to structure the investigation as a
whole, starting with planning the
process, through to who to talk to and
what evidence you will need to gather.

Planning
A plan is your first step. During the
planning stage, regardless of the size
and complexity of the case, I draft an
action plan that details how the 
investigation should progress, covering
areas such as personnel and resources
required, whether statutory bodies need
to be involved, evidential considerations,
documents and information to be
obtained, a schedule of witnesses to 
be interviewed and timeframes for the
completion of each investigation phase.

This plan is ‘a living document’ in that
during the course of an investigation,
details may be uncovered that require
the investigation to move in a direction
not originally planned for – these
avenues need to be explored and 
investigated thoroughly. 

An action plan will demonstrate that
the investigation was cognisant of
procedural fairness and was conducted
in an objective manner. It will also 
highlight available resources, either 
in-house or from external sources. In
some cases it will not be possible for
an investigation to be conducted without
the help of specialist support. 

In fact with many serious and complex
cases, involving fraud, theft and the
misuse of IT systems, criminality or
malpractice can only be properly 
investigated with the assistance of
professional investigators, forensic 
auditors, computer specialists, document
and handwriting analysts and similar
experts. Use of such external specialists
can be beneficial to the process as they
may have questions, lines of enquiry 
or evidence gathering techniques that
may not have been thought of or be
available internally.

All decisions made should be
recorded in an investigation file. >>
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This file is the cornerstone of any 
investigation and must record a

step-by-step account of the process,
including all major discussions, actions,
meetings, e-mails, relevant telephone
calls, interviews, decisions and any 
conclusions made. 

The file should be securely stored to
prevent unauthorised access, damage or
alteration and to maintain confidentiality.

Evidence gathering
Of key importance is obtaining, 
preserving and securing evidence – 
relevant procedures, policy documents,
internal and external communications
and background information about 
businesses or individuals concerned
must be considered and relevant material
collated and analysed. Credit referencing
and database searches through Equifax,
Experian, Callcredit, Companies House,
Land Registry and the Electoral Role, to 
name a few, are an invaluable source 
of information to the investigator.

It is advisable to copy all relevant files
and secure them; there may be
attempts to destroy evidence. Original
documents should be photocopied,
secured and copies used in the case
file. For example, paper is an excellent
medium for obtaining fingerprints and
rather than having a blackmail letter
passed around an entire board of
directors, the original should be copied
and then secured for possible forensic
examination, with minimum handling. 

Back up copies should be made of
all pertinent computer hard drives and
specific files or documents should be
copied onto disc or other removable
storage medium. Remember to log
details of when the copies were made,
who made them and who they were
passed to. 

Relevant CCTV data should be
obtained, stored securely and handled
in accordance with the Information 
Commissioner’s code of practice – copies
of recordings will only be admissible as
evidence providing there is a clear audit
trail to the original data. 

Investigation techniques
Various covert activities may be 
considered in certain investigations as 
a means of obtaining evidence – test
purchases, pretext enquiries, e-mail
monitoring and covert surveillance are
all viable methods of evidence gathering.
However, a number of complex legal
constraints govern the admissibility of
this type of evidence and investigators
need to be mindful of PACE, RIPA and
employment law. 

For example, the use of an ‘agent
provocateur’, which may lead to claims
of entrapment, requires careful handling,
and employee surveillance should only
be carried out after a thorough impact
assessment has been made. Pursuing
covert methods is not advisable to the
inexperienced investigator – getting it
wrong can be costly.

Written statements are fundamental to
any investigation and must be taken
from both witnesses and suspects; 
however they should not be taken 
purely on face value and need to be
examined carefully to ensure facts are
correct and can be corroborated.
Discrepancies need to be highlighted
and discussed during interviews with
witnesses or the accused. 

Interviews
All relevant personnel should be 
interviewed – if it is not possible to
interview all those linked to an incident,
valid reasons should be provided in the
investigation file. 

The list of witnesses drawn up in 
the action plan may change as the
investigation proceeds, and the order 
in which they are interviewed might be
determined by the pertinence of the
information they may have. In the case
of internal investigations, the accused
needs to be made aware of their right
to be accompanied at any investigative
interview or hearing and they must be
provided with relevant evidence prior to
any disciplinary meeting – they should
also be allowed to introduce their own
witnesses and supporting statements.

Interviews start with general questions
and then move to the specifics of an
incident – confirmation of names, dates
and places, before moving to questions
directly associated with the incident.
Investigators need to exercise judgment
based on observation of attitude,
demeanour and actions during interviews.
These may change during the meeting
and the investigator should be aware of
these changes and modify questioning
techniques accordingly.  

Investigation report
Having considered all the information and
reached a conclusion, the investigator
should prepare an investigation report
that outlines the allegation, how the
investigation was conducted, a schedule
of interviewees and a summary of
findings and recommendations. 

Recommendations provided in the
report may impact on both the individuals
concerned and the organisation – 
disciplinary action may be an option,
the case may be passed on for criminal
prosecution, or the organisation may
implement changes to internal procedures
or processes to prevent a repeat 
occurrence.

In summary, procedural fairness is
essential to a case and must be applied
and be seen to have been applied
throughout. In every investigation it is
important to document actions, decisions,
and reasons behind the decisions made.
A complete investigation file is essential
in ‘proving’ that you have acted fairly,
reasonably and consistently.

Few workplace activities invoke so
much risk and at the same time, so
much opportunity, as an investigation.
Effective investigations are complex
undertakings; if handled well they
enhance the reputation of the individual
responsible for the inquiry and the
organisation for which it was conducted.

However, if handled badly, they can
become financially costly through lost
management time, business interruption
and damage to personal and corporate
reputations, not to mention possible 
litigation. CCR
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Paper is an excellent medium for obtaining
fingerprints. Originals should be copied and
secured for possible forensic examination,
with minimum handling


